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Prior to installing openSUSE on a system that boots using UEFI (Unified Extensible Firmware Interface),
you are urgently advised to check for any firmware updates the hardware vendor recommends and, if
available, to install such an update. A pre-installation of Windows 8 or later is a strong indication that
your system boots using UEFL
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1.4 Update of Kernel Graphics Stack

On openSUSE Leap 42.3, the upgrade of the graphics stack up to 4.9.x kernel code is provided via the
package drm-kmp-default instead of backporting many patches into the kernel itself. Usually, this package

is installed automatically during the OS installation when a corresponding graphics device is found on

your machine.

The KMP gives users also another benefit: You can roll back to the 4.4.x kernel code by uninstalling this
package. If you face critical issues, like a hung GPU, try to uninstall the package as shown below, then

reboot and retest:

zypper rm drm-kmp-default

1.5 Changes for Users Installing the Nvidia Driver Manually

On openSUSE Leap 42.3, you need to uninstall the package drm-kmp-default first, before you can manually

install Nvidia drivers using the .run shell script archive:
zypper rm drm-kmp-default

If you install the RPMs provided by Nvidia, you will not be affected by this issue, because in that case the

package drm-kmp-default is replaced during the driver installation automatically.

If you decide to uninstall Nvidia's driver later, make sure to reinstall the package drm-kmp-default.

For more information, see https://bugzilla.suse.com/show_bug.cgi?id=1044816 K.
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Additionally, check 3.1 fwé, “Deprecated Packages”.
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® ldapjdk: Fails to build on 42.3.

libatlas3: Fails to build on 42.3.

castor: Fails to build on 42.3.
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® plasma5-mediacenter: Dropped by upstream after version 5.7.3.

® perl-Mojolicious-Plugin-Bootstrap3: Deprecated by upstream, the functionality is replaced by

perl-Mojolicious-Plugin-AssetPack.

® gtsharp: Fails to build on 42.3.

® rubygem-mysql: Replaced by rubygem-mysql2.
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4. e )

2.1.4  Shorewall Has Been Upgraded to Version 5.1

In openSUSE Leap 42.3, Shorewall was upgraded to last stable 5.1 release. When upgrading, shorewall

and shorewallé will warn admin that an upgrade of configurations files is required.

Documentation is available on http://shorewall.net/ & .
1 ;\ﬁ}”: UPGRADING SHOREWALL

1. With root privileges in a console session, run:

root # shorewall update -a /etc/shorewall

2. Adapt your configuration to the newer syntax in cases where the tool does not do that for you. This
should normally only be required on specific, very complex configurations.

3. Verify and test the resulting configuration with:

root # shorewall try /etc/shorewall

If everything works, reboot your computer or restart the service with:

root # systemctl restart shorewall.service

@ 3> Upgrading shorewall6

The upgrade process for shorewallé matches the process for shorewall described in 1 «l~),
“Upgrading Shorewall”. However, you need to replace all instances of the shorewall with

shorewall6.

2.1.5 GCC 6 Package Versions Match Packages Shipped with SLE 12 SP3

openSUSE Leap 42.2 accidentally shipped with a newer version of GCC 6 than was shipped with SUSE
Linux Enterprise at the time. This has been corrected for openSUSE Leap 42.3 which ships with the same
versions of GCC 6 packages as SUSE Linux Enterprise 12 SP3.

However, if GCC 6 packages are installed, this leads to forced package downgrades during the operating

system upgrade.
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dropbear: o & ial> da 5 Y &N Iyl &£ openssh.

emerillon: d.\;w\ ghome-maps .

gnome-system-log: JJ.._J\..«\ gnome-logs.
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ksnapshot: J.J..;w\ spectacle.

labplot : Jlaiul ¢ Labplot ,lde] 3] Qt5 ewll labplot-kf5. g4 L’;j o B35 &S 13| Leap 42.1

Je e labplot  glie labplot-kf5 LUk,

nodejs: Jiis! nodejs4.
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xchat: CJAdwl hexchat.
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mv /var/cache/* /mnt/var/cache/
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rm -rf /mnt/var/cache.old
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3.1 Deprecated Packages

The following packages are still shipped as part of the distribution but are deprecated. The packages exist
to aid migration, but their use is discouraged and they may not receive updates. The packages will be

removed in the next version of the distribution.



® 1xdm: Unmaintained, use lightdm instead.

® mysql-community-server: May not receive maintenance and security fixes anymore. We advise

migrating to mariadb.
® ruby2.2-*: For development only. Use Ruby 2.1 or 2.4 instead.

® ruby2.3-*: For development only. Use Ruby 2.1 or 2.4 instead.

uClibc: Unmaintained.

To check whether installed packages are no longer maintained: Make sure that lifecycle-data-openSUSE

is installed, then use the command:

zypper lifecycle
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3.3 Dolphin and Konqueror Cannot Set Extended Permission Bits

The versions of the KDE file managers Dolphin and Konqueror that are shipped with openSUSE Leap 42.3
cannot set "Extended Permission” bits (GID, "Sticky"). Additionally, closing the Dolphin permissions dialog

by clicking OK clears existing extended permissions bits.

To avoid such issues, edit permissions with chmod (command line) only.
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3.6 Playing MP3 Media Files

Starting with openSUSE Leap 42.3, the codecs to play MP3 media files are now shipped as part of the
standard repository.

To use this decoder in gstreamer-based applications and frameworks, such as Rhythmbox or Totem, install

the package gstreamer-plugins-ugly.

3.7 No Support for Type-1 Fonts in LibreOffice

LibreOffice 5.3 does not support legacy Type-1 fonts (file extensions .afm and .pfb) anymore. Most
users should not be affected by this, as current fonts are available either in the format TrueType ( .ttf)

or OpenType (.otf) formats.

If you are affected by this, convert Type-1 fonts to a supported format, such as TrueType and then use
the converted fonts. Conversion is possible with the application FontForge (package fontforge) which
is included in openSUSE. For information on scripting such conversions, see https://fontforge.github.io/

en-US/documentation/scripting/ N
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